
  
 

General Terms of Sale and Delivery of  
Roche Diagnostics Deutschland GmbH 
(hereinafter referred to as "Roche") 
As of 1 November 2019 
1. General – Scope 
1.1 The General Terms of Sale and Delivery listed below 

apply to all sales of Roche’s products and services unless 
otherwise provided for in these terms, other terms are 
provided for in the text of the order confirmation or a dif-
ferent agreement has been reached in an individual 
agreement between the parties. In addition, the 
INCOTERMS of the International Chamber of Commerce 
in Paris, as applicable at the time when the supplies and 
services are being provided, apply to any cross-border 
transaction. 

1.2 Any of the Buyer’s general terms of business which may 
deviate from or contradict these terms are hereby explic-
itly waived. They will not become part of the contract un-
less Roche consents to their applicability expressly and in 
writing on an individual basis. 

1.3 These General Terms of Sale and Delivery shall also 
apply if Roche makes delivery without reservation despite 
being aware of conditions of the Buyer which contradict 
or deviate from these terms of business. 

1.4 All agreements concluded between Roche and the Buyer 
on the sale of goods must be made in writing. This also 
applies to the parties’ waiver of the written form require-
ment. 

 
2. Prices, Ordered Quantities and Delivery Deadlines 
2.1 All deliveries and purchase prices are ex works. All prices 

are net and plus value-added tax at the legally valid rate.  
2.2 All listed prices (including any discounts) and other 

conditions listed in catalogues, brochures and price lists 
merely reflect the status on their date of issue. Orders 
placed by the Buyer shall be in accordance with the pric-
es and conditions valid on the day of receipt of the order 
by Roche. Roche will notify the Buyer of the prices and 
conditions currently applicable. 

2.3 Orders are placed electronically in a standardised data 
format via the usual providers (currently: GXS, GHX, HBS, 
GSG and MC). 

2.4 Alternatively, orders can be placed via e-mail, fax or 
telephone. Roche reserves the right to charge the pur-
chaser for any additional expenses incurred.  

2.5 The minimum order values listed in the valid catalogues 
and order forms apply, unless an agreement to the con-
trary has been reached. 

2.6 There are no fixed delivery deadlines. Delivery dates are 
non-binding. They only become binding if Roche has 
confirmed them in writing. 

2.7 Roche's deliveries are subject to correct and timely 
delivery from its suppliers. 

 
3. Packaging and Shipment 
3.1 Packaging materials will be taken back and disposed of 

within the scope of Roche’s legal obligations under the 
provisions of the German Packaging Regulation 
(Verpackungsverordnung), as amended from time to time. 
Even if sales packaging is not marked with the recycling 
symbol "Der Grüne Punkt", it will in general be disposed 
of by Der Grüne Punkt - Duales System Deutschland AG 
(DSD). Sales packaging containing harmful substances 
will be disposed of by respective service provider. The 
Buyer must ensure that sales packaging is completely 
emptied before it is taken to a DSD collection point or – 
in case of packaging containing harmful substances - 
handed over to respective service provider. 

3.2 If Roche uses reusable load carriers (RLCs) to supply the 
Buyer, one of Roche’s system partners will pick up the 

RLCs in coordination with the Buyer, depending on the 
quantity. The Buyer consents to have the RLCs disposed 
of by one of Roche’s system partners and/or their auxilia-
ry personnel per separate arrangement within usual 
working hours. The Buyer declares his willingness to 
store the RLCs properly prior to pick up and to make 
them available for pick up in general on the second 
working day after delivery, but no later than 14 days 
thereafter.  

3.3 The Buyer is obliged to handle the RLCs carefully, to 
protect them from contamination, damage and loss and 
to use them solely for the transport and storage of the 
delivered goods within his own business premises. The 
Buyer is also obliged to check the information given by 
Roche’s system partner regarding the type and quantity 
of RLCs delivered or picked up. If the Buyer fails to give 
notification of an error in this information within an ap-
propriate period of time the details given will be binding 
upon the Buyer. This shall only be the case if the Buyer 
has been informed by the system partner in advance that 
a failure to notify of erroneous information might have 
such legal effect.  

3.4 Roche reserves the right to select the type of delivery. 
Unless an agreement to the contrary was achieved, all 
deliveries with an order value of or in excess of Euro 
150.00 excluding VAT (net order value) will fundamental-
ly be free Buyer’s receiving point. If the net order value is 
less than Euro 150.00, a flat rate dispatch charge of Euro 
20.00 will be charged. In case of dry ice shipments, 
Roche will charge a proportionate flat rate irrespective of 
the minimum order value. 

3.5 The provisions under 3.4 do not apply to reagents and 
consumables of the business unit “Roche Tissue Diag-
nostics”. The buyer shall bear all cost related to the deliv-
ery of such products. 

3.6 Analysis systems are always delivered ex works at the 
expense of the Buyer. Set-up or assembly are charged 
separately, and are subject to the General Terms and 
Conditions for Services of Roche. If the Buyer has any 
special dispatch requests (e.g. express goods, fast freight, 
express courier package, air mail, etc.), delivery will be ex 
works at the expense of the Buyer without any prepay-
ment of postage by Roche. 

3.7 Delivery charges for package consignments and haulage 
fees for mixed cargo and forwarding agents’ joint cargo 
are always at the expense of the Buyer.  

 
4. Transfer of Software Programs 
4.1 To the extent services of Roche (also) comprise software 

programs (computer programs), the Buyer is granted the 
non-exclusive, perpetual and geographically unrestricted 
right to make use of the software program in the object 
code and for the contractual and agreed purpose. This 
also applies to any modification to programs by Buyer, 
which however is only permitted if it serves to remove 
defects and is not carried out by Roche against reasona-
ble remuneration or free of charge. 

4.2 Decompilation is only allowed if required under statutory 
law and when Roche does not make, or has not made, 
available the information required for establishing in-
teroperability of an independently developed computer 
program even though the Buyer has requested Roche in 
writing to do so. In such a case the information is limited 
to those parts of the original program which are neces-
sary to ensure interoperability. 



 

 

4.3 The Buyer is obliged to inform Roche about any defect or 
error he has found in the software program, even if such 
defect or error does not impair the intended use of the 
software program. 

4.4 Copyright information, serial numbers or any other 
identification feature must never be removed. 

 
5. Limitations of Use 
5.1 Deliveries from Roche might contain products, which are 

limited in their use by the Customer due to patent or li-
cense restrictions. Details of such limitations can be 
found in the respective catalog, the respective package 
insert or, if applicable, Roche’s websites. They can further 
be obtained from Roche prior or subsequent to execution 
of the contract.  

5.2 The products may be operated or used exclusively in 
accordance with the intended use, specifications and the 
indication/field of use as defined in the package insert 
and the operator manual (“Intended Use”). The products 
may not be altered, nor combined with other products / 
parts beyond the Intended Use. The Intended Use also 
comprises the labeling for Research Use Only and for 
General Laboratory Use. The Buyer is liable for any 
changes made to the product after purchase. Roche does 
not assume any liability to the Buyer or ensure any legal 
or regulatory compliance concerning products which 
were operated or used and / or changed and / or com-
bined with other products / parts. 

 
6. Risk of Loss 

Upon dispatch (including freight-free delivery), the risk of 
perishing, loss or damage of the goods is transferred to 
the Buyer upon handing over to the person charged with 
their consignment, and in the event of default on the side 
of the Buyer (Annahmeverzug) not later than on occur-
rence of the default.  
 

7. Force Majeure, Contractual Obstacles 
Force Majeure of all kinds, unforeseeable disturbances to 
operations, transport or dispatch, fire damage, flooding, 
unforeseeable shortages of power, energy, raw materials 
or auxiliary materials, strikes, lock-outs, official orders 
and other impairments not attributable to the party 
obliged to perform, which delay or prevent manufacture, 
shipment, delivery and acceptance or render them un-
reasonable shall exonerate the party affected from its ob-
ligation to make delivery/acceptance for the duration and 
extent of the disturbance. This also applies if these cir-
cumstances occur with suppliers. The above-mentioned 
circumstances can also not be blamed on the party 
obliged to perform if they occur during an already exist-
ent default. If delivery or acceptance is delayed by more 
than 8 weeks as a result of the disturbance, both parties 
are entitled to rescind from the agreement without being 
entitled to claim for damages.  
 

8. Notification of Defects and Claims Based on De-
fects 

8.1 Roche and the Buyer will perform their contractual duties 
with the diligence of a prudent businessman. The Buyer 
must examine incoming goods carefully regarding quan-
tity, condition and defects immediately upon receipt. He 
must notify Roche of obvious defects in writing to the 
address of Roche Diagnostics Deutschland GmbH, 
Sandhofer Str. 116, 68305 Mannheim immediately, but no 
later than 10 calendar days after receipt of the goods, 
stating the invoice number and date of receipt. Notifica-
tion of hidden defects must also be given immediately, 
i.e. not later than within 10 calendar days of their being 
detected.  

8.2 To enable the counterchecking of the complaint, on 
Roche's request the Buyer must either send Roche doc-
umentary evidence, such as bills of delivery and packing 
slips in the original or as a copy, and inform Roche of any 

markings on the packaging, or send the goods back to 
Roche for correct and proper rectification of the defects. 

8.3 If notification of defects is justified, given duly and in the 
proper manner, Roche will be held liable for defects for a 
period of 12 months beginning with the delivery of the 
new or used products. In his notification of defects the 
Buyer shall provide for a description of the defect such 
as to enable Roche to reconstruct the defect. The regular 
statutory three-year limitation period will apply if Roche 
has fraudulently concealed the defect. 

8.4 If defective goods are delivered, Roche in its own discre-
tion can either rectify the defects or make a replacement 
delivery (subsequent fulfillment). Roche is entitled to re-
peat the subsequent fulfillment if it has failed. Roche can 
refuse to perform subsequent fulfillment if it involves un-
reasonable costs for Roche.   

8.5 Claims by the Buyer for defects are excluded if the 
defects are insignificant. An insignificant fault is consid-
ered in particular to exist if the value of the goods or their 
suitability for normal use is only reduced to an insignifi-
cant extent.  

8.6 If subsequent fulfillment has failed, been refused or 
cannot be reasonably expected, or if the Buyer has set 
Roche an appropriate deadline for subsequent fulfillment 
which has not been met, or if it is not necessary to set a 
deadline, the Buyer is entitled to demand reduction of the 
purchase price or rescind from the contract. The right to 
demand compensation or indemnification for expenses 
without avail shall remain unaffected. 

 
9. Withdrawal and Compensation instead of Perfor-

mance 
9.1 If Roche fails to effect a due performance or the perfor-

mance is not in accordance with the terms of contract 
(“breach of contract”), the Buyer is only entitled to re-
scind from the contract or claim for damages in lieu of 
performance if, 
a) the breach of contract by Roche is not insignifi-

cant,  
b) he has requested Roche in writing to effect the 

performance within an appropriate deadline of at 
least 14 days, and   

c) Roche has still not effected the performance within 
this set period.   

9.2 This Section 9 does not affect any legal regulations 
a) in cases where the setting of a deadline is not re-

quired (i.e. when the obligor seriously and finally 
refuses performance; if circumstances justifying 
immediate assertion are existent; in case of fixed-
date transactions; if the obligor is not obliged to 
perform as performance is impossible or the obli-
gor is not able to perform and, as a result, the obli-
gee is entitled to rescind from the contract; Section 
323, Paragraph 2, Section 326, Paragraph 5, Sec-
tion 281, Paragraph 2 German Civil Code); 

b) in cases where, as a result of the type of the 
breach of contract, a warning is required in lieu of 
setting a deadline (Section 323, Paragraph 3, Sec-
tion 281, Paragraph 3 German Civil Code); 

c) in cases where recession is permissible even be-
fore due date (Section 232, Paragraph 4 German 
Civil Code); 

d) in cases where, despite partial performance pro-
vided, recession from the overall performance is 
permissible (Section 323, Paragraph 5 German Civil 
Code); 

e) in cases where recession is excluded (Section 323, 
Paragraph 6 German Civil Code); 

f) in cases where the claim for performance is ex-
cluded due to claims for damages (Section 281, 
Paragraph 4 German Civil Code); as well as 

g) regarding the right of the obligor to claim the re-
turn of the performance provided in case that 
damages in lieu of performance are claimed (Sec-
tion 281, Paragraph 5 German Civil Code). 



 

 

 When setting deadlines it is of particular im-
portance that the due performance for which the 
deadline has been set be described in detail (quali-
fied setting of deadlines).  

9.3 In the event that Roche has failed to perform within the 
deadline set by the Buyer or if the performance effected 
is not in accordance with the terms of contract, Roche 
can set an appropriate deadline by which the Buyer must 
declare whether he continues to insist on the effecting of 
the performance. Roche is not then obliged to effect the 
performance until the Buyer has reached a decision.  

9.4 In cases of sales transactions of consumer goods the 
rights of the Buyer as under Sections 478 (Recourse of 
Entrepreneur) and 479 (Limitation of claims asserting a 
right of recourse) German Civil Code remain unaffected. 

 
10. Liability 
10.1 Roche’s liability – irrespective of the legal ground – shall 

be limited to cases where the damage was caused by 
slightly negligent infringement of an essential contractual  
obligation or by gross negligence or intent on the side of 
Roche.  

10.2 If Roche is held liable for an infringement of an essential 
contractual obligation without the existence of gross 
negligence or intent, liability shall be limited to the extent 
of the damage which Roche could typically expect to 
arise at the time the contract was signed on the basis of 
the circumstances of which it was aware at this point in 
time. 

10.3 Damage claims in accordance with the (German) Product 
Liability Act (Produkthaftungsgesetz) and the (German) 
Pharmaceuticals Act (Arzneimittelgesetz) and those due 
to the injury of life, limb and health or the assumption of 
a guarantee remain unaffected.  

10.4 If the liability of Roche is excluded or limited, this shall 
also apply to the personal liability of its employees, repre-
sentatives and vicarious agents. 

10.5 Roche will not be held liable for the consequences of 
incorrect modification or treatment of the goods nor – 
particularly where medical technology devices are con-
cerned – for the damage caused through the use of un-
suitable reagents, nor for the consequences of inade-
quate maintenance on the part of the Buyer or a third 
party, and not for any defects attributable to normal wear 
and tear or transport. 

10.6 Claims against Roche based on defects and the liability 
of Roche are excluded in particular for damages and the 
consequences thereof caused by the Buyer using the 
supplied hardware or software in combination with any 
hardware or software or any other components not test-
ed and released by Roche. The same applies to any 
modification to hardware or software provided by Roche. 
This Section 10.6 does not apply to the extent Roche has 
previously agreed in writing to such action or use. 

10.7 For any loss of data and programs and their recovery 
Roche can also only be held liable within the scope of 
this Section 10. The liability of Roche for such damage is 
excluded if and to the extent this damage is attributable 
to the fact that the Buyer did not take appropriate pre-
cautions against loss of data, in particular by making 
back-up copies of all programs and data. Back-up copies 
must be made at the time intervals customary in the Buy-
er’s field of activity, however at least once a day. 

 
11. Invoicing and Payment 
11.1 Invoices are sent to the buyer electronically in a stand-

ardised data format (currently: Zugferd, X-invoice, PDF 
invoice). Alternatively, it is also possible to send an in-
voice in paper form. Roche reserves the right to charge 
the purchaser for any additional expenses incurred. 

11.2 Payment must be made within 30 calendar days from the 
date of invoice. 

11.3 If payment is made within 10 calendar days from the date 
of invoice by check, per bank transfer or SEPA business-
to-business direct debit, Roche will grant the Buyer a 

cash discount of 1.5 %. This discount will not be granted 
if the Buyer is in default of payment of an earlier invoice. 
With non-cash payments, the day on which the sum is fi-
nally credited to Roche’s account shall be regarded as 
the time of receipt of payment. 

11.4 Roche reserves itself the right to use payments to settle 
the oldest due outstanding accounts plus the default in-
terest and costs accrued thereon; this will be done in the 
order of costs, interests, due receivables. 

11.5 The Buyer can only offset against claims by Roche by 
means of a written declaration to Roche if his counter-
claim is uncontested or a non-appealable title has been 
obtained.  

11.6 The assertion of a right of retention due to counterclaims 
which are either unacknowledged or have not become 
res judicata is excluded provided that these claims do not 
arise from the same contractual relationship. 

11.7 Roche has the right to refuse performance if after con-
clusion of the contract it becomes apparent that its claim 
for payment of the delivery is jeopardized by the Buyer’s 
poor financial standing. This right to refuse performance 
shall cease once payment has been made or the Buyer 
has put up adequate collateral. Roche has the right to set 
the Buyer an appropriate deadline within which the Buy-
er has either to make payment upon tender of delivery, or 
provide collateral for the delivery. Once the deadline has 
expired without success, Roche has the right to rescind 
from the contract. In addition, Roche has the right in the 
above-mentioned event of the deterioration of the Buy-
er’s assets, to deliver the goods only on the basis of ad-
vance payment or the provision of appropriate collateral. 
 

12. Delayed Payment 
12.1 If the Buyer is in default of payment, a check cannot be 

properly cashed, the balance is not provided in the SEPA 
business-to-business direct debit system or a significant 
deterioration of the debtor’s assets occurs, all open 
claims – including any deferred claims of Roche against 
the Buyer – shall become due for immediate payment. 

12.2 Should the Buyer be in default of payment or if he 
exceeds the period allowed for payment in a mutual 
commercial transaction, interest will be charged at a rate 
of 9 percentage points p.a. above the currently valid base 
interest rate (Basiszinssatz). Roche reserves the right to 
claim further damages.  

 
13. Retention of Title 
13.1 Roche retains title to delivered goods until all payments 

resulting from the business relation with the Buyer have 
been received. Title of Roche also extends to the new 
products created through the processing of the reserved 
goods. The goods are processed for Roche as the manu-
facturer. If they are processed, connected or mixed with 
items that do not belong to Roche, Roche will acquire co-
ownership at the ratio of the invoice value of its reserved 
goods to the invoice values of the other materials. 

13.2 The retention of title will remain in effect even if the 
relevant claim(s) of Roche is (are) included in a current 
invoice and the balance has been struck and recognized. 

13.3 If the Buyer is in breach of contract, especially as regards 
default of payment, Roche is entitled to rescind from the 
contract and take back the goods. The seizure of the re-
served goods by Roche always means the declaration of 
recession from the contract. 

13.4 The Buyer must take care of the reserved goods. He is 
obliged to insure them sufficiently at his own costs at 
their purchase value against fire, water damage and 
theft, and transfers his compensation claims from these 
insurance policies to Roche here and now. 

13.5 In the event of seizure or other intrusions by third parties, 
the Buyer must notify Roche in writing without delay to 
enable Roche to bring in third-party action (Drittwid-
erspruchsklage) against execution as provided under 
Section 771 German Code of Civil Procedure. To the ex-
tent the third party is not in a position to refund Roche 



 

 

the judicial and extra-judicial costs of a legal action as 
provided under Section 771 German Code of Civil Proce-
dure the Buyer will be held liable for any loss incurred by 
Roche. 

13.6 The Buyer is entitled to resell the goods in the course of 
orderly business, but it assigns to Roche here and now all 
claims to the amount of the invoice value (including VAT) 
resulting from the sale of the goods, including the bills of 
exchange and checks provided as security for each 
claim. If goods are sold to which Roche has the right of 
co-ownership, the assignment is limited to the percent-
age of its share in the joint product. The Buyer shall re-
main entitled to recover these claims, even after the as-
signment. This does not affect Roche’s entitlement to re-
cover the claim itself. Roche is obliged, however, not to 
recover the claim as long as the Buyer meets its payment 
obligations towards Roche, does not get into default of 
payment and, in particular, no application for the opening 
of insolvency proceedings has been lodged. If this is the 
case, Roche is entitled to demand that the Buyer notify 
him of the assigned claims and their debtors, provide him 
with all of the information required for collection, hand 
over the related documentation and notify the third par-
ties of the assignment. 

13.7 If the delivered object is delivered as agreed to a destina-
tion outside the Federal Republic of Germany or trans-
ported by the Buyer to such destination, the following 
provisions have priority over Sections 13.1 to 13.6: The 
Buyer undertakes to effectively protect Roche's retention 
of title in the country where the delivered object is or 
where it is delivered to. To the extent specific action is 
required (e.g. special labeling of the delivered object or 
any local registration), the Buyer is obliged to carry out 
such action in favor of Roche. If any cooperation of 
Roche is required, the Buyer informs Roche immediately. 
Moreover, the Buyer informs Roche about any material 
circumstances of relevance to provide the widest range 
of protection of Roche's ownership. In particular, he 
makes all documents and information available to Roche 
which are required to enforce these ownership rights. 
The provisions of this Section 13.7 apply accordingly if 
under the competent legislation a retention of title can-
not be effectively agreed upon at the place where the de-
livered object is located, to put Roche into a legal posi-
tion in which its interests and claims are protected in an 
equally effective or other appropriate manner, to the ex-
tent legally possible. 

 
14. Resale and Provision 
14.1 The Buyer is obliged to comply with the (German) Act 

Against Unfair Competition (Gesetz gegen den unlau-
teren Wettbewerb) and, if applicable, with the regulations 
for medicinal products when reselling or providing the 
goods. 

14.2 He is not permitted to utilize any of Roche’s protected 
trademarks for goods manufactured by third parties or 
processed original goods without obtaining the prior ex-
press written consent of Roche.  

14.3 The Buyer is obliged to sell or provide the supplied goods 
only in their completeness (i.e. including packaging, in-
sert, operating manuals, warning instructions, etc.). Clinic 
packs are intended for use in hospitals and may only be 
sold further as a whole and not in sub-quantities and on-
ly with their original seal. Exceptions to this are deliveries 
made within the scope of an officially approved supply 
contract in accordance with Section 14 German Pharma-
cy Act (Apothekengesetz). The supply of other Buyers 
with clinic packs is only permitted on the condition that 
these Buyers only resell the clinic packs to hospitals or 
dispensaries as provided under Section 14 German 
Pharmacy Act. 

14.4 The Buyer understands that goods or supplied objects 
(and the know-how as may be contained in such goods 
or objects) may be subject to an export or import control. 
Either contract party bears the responsibility to comply 

with the relevant export and import control regulations. 
Moreover, the Buyer understands that the US export con-
trol laws also apply if the goods or supplied objects, or 
parts thereof, are of US origin. This may happen even if 
the contract does not include any further relation to the 
United States.  

 
15. Confidentiality 

The contract parties undertake to keep confidential any 
information which may come to their knowledge in con-
nection with this contract or as a result of their business 
relation and which is marked confidential or, due to other 
circumstances, is identifiable as if trade or business se-
crets and not to record it nor use it in any other way to 
the extent such recording or use is not necessary for 
reaching the contractual purpose. If confidential infor-
mation is to be disclosed on the basis of a decision or 
order of a state authority, a court or in accordance with 
mandatory statutory or regulatory provisions, the other 
party shall be informed in writing and without delay to 
the extent permitted; furthermore, the party required to 
disclose will do its best to ensure that the confidential in-
formation is treated confidentially by the entity con-
cerned. 
 

16. Foreign Trade 
 Foreign Trade Controls. The Parties agree that all Prod-

ucts, including software and technology, delivered may 
be subject to foreign trade controls. The Buyer shall 
strictly comply with all applicable national and U. S. laws 
and regulations for the control of import, export/ re-
export, transfer, brokering and transit. Prior to any trans-
fer of Products, The Buyer shall in particular guarantee 
that all necessary import and/or export licenses are ob-
tained as may be required throughout the duration of this 
Agreement. 

 
17. Place of Performance and Jurisdiction, Applicable 

Law, Miscellaneous 
17.1 The place of performance is Mannheim. 
17.2 The exclusive place of jurisdiction for all disputes be-

tween the parties arising from or in connection with this 
contract or their business relations is Mannheim. 

17.3 The legal relationships of the parties arising from or 
connected with this contract are subject to the Law of 
the Federal Republic of Germany. The United Nations 
Con- 
vention on Contracts for the International Sale of Goods 
of 11 April 1980 does not apply. 

17.4 Should any of the individual provisions of this contract be 
or become completely or partially invalid or void, this will 
not affect the validity of the remaining provisions. Such 
invalid or void provisions shall automatically be replaced 
by a legally effective regulation which comes closest to 
the economic purpose. The same applies to any gap. 

 

 

Annex: Data Protection Provisions for 
the Testing and the Maintenance of 
Systems 
 
1. General - Scope  
1.1 The following general data protection provisions shall 

apply to services relating to the testing or the 
maintenance of systems, including via remote access, by 
Roche for the Customer as Principal.  

1.2 Roche shall provide the services on the basis of the 
customer's information and only with the customer's 
consent in the individual case. Any use of personal - in 
particular of patient-related - data is neither desired nor 
intended by Roche and is not necessary for the 
provision of the services, either. 



 

 

1.3 Roche recommends to the customer to separate 
diagnostic and/or treatment data from the direct patient 
data by anonymisation or pseudonymisation, with the 
consequence that no connection to a person is 
discernible for or may be established by Roche. 

1.4 Although the testing and maintenance of systems does 
not constitute order processing of personal data per se, 
the regulations governing order processing are applied if 
access to personal data cannot be excluded. 

1.5 Roche shall ensure in its own sphere of responsibility 
that any data processed by the system are protected 
from falsification, the access of unauthorised persons is 
prevented and any data retrieved by Roche in the 
course of the services will promptly be deleted after 
completion of the services. The customer is informed 
that it is responsible for ensuring compliance with data 
protection regulations when personal data is processed 
by systems. 

1.6 Roche undertakes to observe applicable data protection 
regulations within the scope of its services, in particular 
the provisions of the GDPR and the BDSG 
(Bundesdatenschutzgesetz – Federal Data Protection 
Act). To the extent that Roche obtains knowledge of the 
customer’s personal data in the course of the provision 
of the services, such data or information shall be kept 
confidential and may not be passed on to unauthorised 
persons.  

1.7 Roche shall assist the Customer in complying with the 
obligations set out in Articles 32 to 36 GDPR, taking into 
account the type of processing and the information 
available to it. This concerns the security of personal 
data, the obligation to report data breaches, data 
protection impact assessments and prior consultations 
with the supervisory authority.  

1.8 Roche shall also support the customer in its obligation to 
respond to requests to exercise the rights of data 
subjects listed in Chapter III of the GDPR, taking into 
account the type of processing and the information 
available to Roche. 

1.9 Roche is authorised by the customer to collect, process 
and use data (e.g. performance data of the analyser 
systems used) via a protected gateway system. The main 
objectives in this respect are to improve Roche's service, 
to prepare for any epidemics and to provide an overview 
of regional test behaviour. 

1.10 All terms used are, if used therein, those of the GDPR. 

2. Object, Term of Commission, Scope, Nature and 
Purpose 

2.1 These general data protection provisions are agreed 
between the Principal and Roche. The content of the 
commission is described in more detail in the relevant 
service level or service agreement. The nature of the data 
involved in the processing of the commission and the 
group or category of the data subjects affected hereby, if 
any, results from the systems specified in the service or 
service level agreement. 

2.2 The term of this data protection agreement shall depend 
on the term of the respective service or service level 
agreement.  

2.3 The Principal shall be exclusively responsible for the 
assessment of the lawfulness of the data collection/ 
processing/ utilisation as well as for the protection of the 
rights of the affected persons. The Principal shall be 
appropriately supported in this respect by Roche. 

2.4 The Principal shall grant all commissions in writing or by 
e-mail. Oral instructions shall be confirmed by the 
Principal in writing or by e-mail. 

2.5 Roche shall document the instructions received from the 
Principal in an appropriate manner for their validation 
and for evidentiary purposes.  

2.6 Roche shall not process and, in particular, shall not 
rectify, block or erase any data without an instruction 
from the Principal. If data must be erased for legal 

reasons or as a result of an instruction from the 
Principal, such erasure shall be effected by means of 
continuous overwriting. Data carriers shall be properly 
disposed of and destroyed by a specialist company. 

2.7 Roche shall use data that may be provided for the 
processing only within the scope of the purposes 
stipulated by the service level or service agreements in 
connection with these data protection provisions. No 
copies or duplicate shall be created without the 
knowledge of the Principal.  

2.8 To the extent that the Principal is governed by special 
data protection laws which go beyond the GDPR and 
the BDSG, the Principal shall be obliged to explicitly 
inform Roche of the applicability of these laws. If Roche 
is unable to meet these obligations, the Principal shall 
be notified immediately.  

2.9 Any documentation serving the purpose of providing 
evidence of the proper processing of data in 
accordance with the commission shall be preserved by 
Roche, in accordance with the applicable periods for the 
keeping of records, as the case may be beyond the 
termination of the Agreement. In order to be discharged 
from this obligation, Roche shall be entitled to hand 
over such documentation to the Principal upon 
termination of the Agreement. 

3.  Data secrecy 
3.1  Roche shall ensure that employees involved in the 

performance of the work are bound by a confidentiality 
agreement or an appropriate statutory obligation of 
confidentiality and that they are familiarised with the 
data protection provisions relevant for them.  

3.2  If the provision of the agreed services requires the 
involvement of specialists from other Roche units, 
Roche shall ensure that they are also bound by a 
confidentiality agreement or appropriate statutory 
confidentiality obligations and are aware of their 
requirements.  

4. Data security 
4.1 Roche shall ensure in its own sphere of responsibility 

the implementation of and compliance with the general 
technical and organisational measures agreed in these 
data protection provisions as well as those required 
pursuant to Art. 32 GDPR. Roche shall design its in-
house organisation in such manner that it meets the 
special requirements of data protection. With regard to 
the relevant provisions under Art. 32 GDPR, the 
following technical and organisational measures are 
specifically described and bindingly stipulated: 
a) Confidentiality (Art. 32 para. 1 lit. b) GDPR) 

 Control of access to system 
 Access control (usage) 
 Access control (authorisation) 
 Separation control 

b) Pseudonymisation (Art. 32 para. 1 lit. a) GDPR, 
Art. 25 GDPR) 

c) Integrity (Art. 32 lit. b) GDPR) 
d) Availability and resilience (Art. 32 para. 1 lit. b) 

GDPR) 
e) Procedure for regular testing, assessing and 

evaluating (Art. 32 para. 1 lit. d) GDPR, Art. 25 
para. 1 GDPR). 

 The details of the technical and organisational measures 
are set out in Clause 8. 

4.2 In the course of the contractual relationship, the 
technical and organisational measures may be adjusted 
to possible further development.  

4.3 In the case of disruptions as well as suspected 
violations of data protection, Roche shall inform the 
Principal without undue delay. Roche shall also inform 
the Principal if a given instruction may constitute a 
violation of a statutory provision. Such instruction does 
not have to be followed as long as it is not changed or 



 

 

expressly confirmed by the Principal. 
4.4 Upon completion of the contractual work, Roche shall 

erase or dispose of data or documents containing data 
in accordance with data protection regulations, unless 
there are statutory, regulatory or contractual storage 
obligations or instructions from the Principal to the 
contrary.  

4.5 Roche shall monitor compliance with the data 
protection regulations to be observed by Roche in 
connection with the commissioning and shall provide 
the customer, upon request, with all information 
required to provide evidence of such compliance. Roche 
employees and commissioned subcontractors involved 
in providing the services shall be subject to a quality 
management system that mandatorily requires periodic 
testing of all defined processes in accordance with 
uniform standards. In addition, periodic audits of 
operational data protection shall take place, in which in 
particular the technical and organisational measures of 
data security shall be audited. 

5. Place of performance of services 
5.1 Usually, systems shall be tested or maintained by Roche 

within the Federal Republic of Germany/EU.   
5.2 A testing or maintenance of systems outside the EU 

shall be permitted provided that a) it takes place in a 
jurisdiction with regard to which the European 
Commission has determined that the level of data 
protection is adequate, or b) the level of data protection 
is adequate based on other appropriate safeguards as 
defined in Chapter V GDPR and Roche informs the 
customer in advance of the occurrence of such a 
processing situation. 

5.3 Any transfer of the testing or maintenance of systems to 
a third country without an adequate level of data 
protection or the prior establishing of such protection 
level by Roche shall require separate prior instructions 
from the Principal. The assumed consent in Clause 7.5 
shall not apply in this context. 

5.4 As a general rule, the testing or maintenance of systems 
shall be conducted within the operating and business 
premises of of Roche – including via remote access – 
during usual business hours.  

6. Inspection rights 
 The Principal shall have the right to conduct 

inspections. Any on-site inspections of the operations 
shall be announced in a timely fashion and shall take 
place in coordination with Roche. Roche shall ensure 
that the Principal is enabled to satisfy himself of the 
compliance with the technical and organisational 
measures taken. 

7. Subcontractors 
7.1 Roche shall be allowed to involve subcontractors in the 

performance of the commissioned services. Roche 
assures that the subcontractors will be carefully chosen, 
giving special consideration to the suitability of the 
technical and organisational measures taken by the 
latter.  

7.2 Roche shall regularly monitor the involved 
subcontractors' compliance with data protection and 
data security. The result of such monitoring shall be 
documented and made available to the Principal upon 
request.  

7.3 With respect to subcontracting in non-EU countries, 
Roche shall ensure the existence of appropriate 
safeguards within the meaning of Chapter V of the 
GDPR aimed at establishing an adequate level of data 
protection. 

7.4 Roche shall contractually ensure that the above 
regulations also apply to subcontractors accordingly.  

7.5 Roche shall inform the Principal in advance of any 
intended change in relation to the involvement or 

replacement of subcontractors, thus giving the Principal 
the opportunity to object to such changes for objective 
reasons. Such information shall be provided by listing 
the subcontractors involved or to be involved at 
https://www.roche.de/res/content/11027/180517_anlage
_2_toms.pdf. As a general rule, this list shall be updated 
at least 4 weeks before a change with regard to the 
subcontractors is scheduled to take effect. Should 
compliance with this period not be possible due to 
special circumstances, the respective entry shall be 
made immediately after the impediment has ceased. 
Unless the Principal objects to the intended change vis-
à-vis Roche within 4 weeks, Roche may assume that 
consent has been given to the change of the 
subcontractors on the list. Should the Principal withdraw 
its consent at a later date for objective reasons, Roche 
may, at its discretion, either rescind the cooperation 
with the subcontractor concerned as quickly as 
permitted by the contractual obligations or terminate 
the contract with the Principal without incurring a 
contractual penalty for services not rendered.  

8. Technical-organisational measures of Roche 
Diagnostics Deutschland GmbH 

 https://www.roche.de/res/content/11027/180517_anlage
_2_toms.pdf 
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